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Introduction

Integrating a site with the corporate information system usually requires that the
employees’ permissions are distributed between the site and the network in order to
achieve transparent access to the site resources and management functions. A
common solution to this problem is creating user groups with different access
permissions applied to them and further adding users to these groups. In this case,
an administrator may face the need to transfer the existing corporate user groups to
the site management system (hereinafter referred to as CMS) to allow users to
assess and manage the corporate site resources. This incurs doubling of the efforts
required to change access permissions or add a new user to both the corporate
network and the CMS: the administrator has to create or edit a user profile in the
corporate system as well as in the CMS.

The AD/LDAP module is developed especially for use with Bitrix Site Manager. It
permits mapping corporate network user groups to those of the CMS thus allowing
to manage user groups of the corporate information system in a centralized fashion.

This manual describes the scope and implementation of the functions encapsulated
in the Bitrix Site Manager's AD/LDAP module. An approach to set up the module
and assign corporate user groups to those of the Bitrix Site Manager is also
highlighted.

Note: Bitrix Site Manager and Bitrix Intranet Portal share absolutely the same
version of the AD/LDAP module. Any information about this module is also
applicable to Bitrix Intranet Portal.
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Chapter 1.
The Principal Features Of The Module

The AD/LDAP module has been developed with respect to LDAP (Lightweight
Directory Access Protocol) and AD (Active Directory) protocols one of which must
be installed at the corporate server.

The AD/LDAP module is built on the concept of storing data as records containing a

set of attributes; these records are stored in a hierarchical database. The following
figure illustrates how the user group information is stored on the LDAP/AD server:

554 de=office, de=bitrix, de=ru

LE de=hbx

[Fg | ou=computers

[Fs| ou=cs3z0

(3] uid=pc211-D1
[E vid=pe211-02

_E uid=pe211-03

[Fg | cu=peoples

[Fe| cu=workgroup

Fig. 1.1 The structure of the server records

Using this structure to store user data, the AD/LDAP module can assign corporate
user groups to the site user groups.

The assignment rules exist in a special Assignment Table in the site’s Control
Panel. The assignment allows user groups of the site and the corporate network to
have different names. For example, a corporate network user group Techsupport
can be mapped to a site user group Techsupport stuff. Having this assignment
made, the administrator enables the corporate network techsupport members to
provide consultancy on the site.

The corporate user groups are given permissions to access the corporate network
resources. The corresponding site user groups have permissions to access the site
resources. For example, the Techsupport group users can access the corporate
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mail server; while the Techsupport stuff group users can access the Helpdesk
module of the site.

According to this example, a Techsupport corporate user will be automatically
added to the site Techsupport stuff user group upon successful authorization on
the site. After that, the system automatically creates the user account stored on the

corporate server.

A user can be assigned to one or more user groups. The system may contain user
groups not mapped to those of the corporate network. The administrator has to add
users to such groups manually. All changes made to the user profile on the
corporate server will be automatically transferred to the CMS user profile at the next
authorization time. In this case, only the user groups mapped to those of the
corporate network are updated.

The AD/LDAP module enables to:

» integrate Bitrix Site Manager in the corporate network;
* map the corporate network user groups to the website user groups;

= automatically create user profiles as per Assignment Table upon
successful registration. (The system creates the profile using data
requested from the corporate server database);

* manage user profiles via the corporate server in a centralized fashion.

Another advantage proposed by the AD/LDAP module is NTML authorization. This
requires an lIS or Apache web server with mod_ntim or mod_auth_sspi.
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How It Works

A common AD/LDAP module’s sequence of operation is as follows.

1.

2.

A user opens the site and authorizes by typing the login and password they
use to authorize in the corporate network.
The system connects to the server specified in the AD/LDAP module

settings and verifies whether a user with the supplied credentials exist in the
corporate server database:

if no user with the supplied credentials exists in the corporate network,
the system declines authorization;

if the user is found, the system determines the corporate network user
group for this user. After that, the system searches for the site user group
using the Assignment Table.

3. The system verifies whether the user profile exists:

if the user profile is not found, the system attempts to obtain the user
data from the corporate server and then creates a new profile;

if the user profile exists (which means a user had previously been
authorized), the system checks whether any change were made to the
user profile on the corporate server. If so, the CMS user profile becomes
updated to reflect changes.

4. The user is granted permission to access the site resources and becomes

authorized. The user permissions are defined according to their user group
settings.

If a site user (a member of any group registered in the Assignment Table) is
deleted from the corporate network user list, their authorization on the website will
fail. At the same time, the user profile is still stored in the CMS database.

To allow the user authorize on the website via the common interface, enable internal
authorisation check. To do so, set the Authorisation Type value to “internal check’
in Control Panel and then update the user credentials (login and password).

Note: if the AD tree contains N domains (e.g. each for the company departments
OD1, OD2 etc.) and these domains has groups with identical names, the
Assignment Table displays such groups N times, each group for each domain.
To avoid confusion, change the Group Name Attribute in the server settings on
the Field Mapping tab. A good choice is DistinguishedName (DN).
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Chapter 3.
Configuring AD/LDAP Authorization

You will configure the AD/LDAP module in Control Panel: Settings > System
Settings > Module Settings > AD/LDAP Connector.

Adding A Server

First, you have to create a new record which will contain information about the
corporate server (a server record) whose database will be used to map user groups.

Each server record regulates access to one root in the catalog tree. If the corporate
network user groups are stored on multiple servers or in several databases on a
single server, you should create an individual server record for each storage point.

To create a server record, click Add on the context toolbar of the AD/LDAP form

(Settings > AD/LDAP).

:: Active Directory | LDAP server settings

ik Desktop » Settings » AD/LDAP

AL b e

Al b

* 4 | = More filters -

Al

Name:

| Setfiter || Cancel |

P A R TR TRy

= A{% To Settings I_:aﬂE:cl:El

Records: |20 [

Aty et g a by A

U o Ry a-*.----u;l,.--an A ».;}Mﬁ,dlf-lﬂ.'.ju S g Bt J"-a:fﬂ-amg-h}#:*‘--.r'-f.-## arla

Fig. 3.1 The AD/LDAP servers page; starting to add a server record

On the Server tab, specify the server connection parameters. Name the server as
you wish to see it in the servers table.
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Active: il
“Name: Primary Server

Description:

Cramain

IHHSAHAEH

Tserver:Fort: 1192 168.0.1 : 389
Idap_userl@office.company.com

TITIT)
password:

| Testconnection |

DC=office,DC=company.DC=com

Fig. 3.2 Specifying the server parameters

a

Provide information on the Server tab (fig. 3.2):

Active: if this box is checked, this server is used for the user profile lookup
when a user attempts to authorise. Otherwise, this record is ignored.

Name: the name of the record to be created as it will be shown in lists.
Description: type here the server description.

NTLM Authorization Domain: used to resolve the required AD\LDAP
server for the <domain\login> authorization. It is also used for automatic
NTLM authorization in which case it must be the same as the company
domain.

If there are multiple LDAP servers, this field becomes essential for proper
resolving of the user name because multiple users with the same name
may potentially exist on the servers. In such case, the mnemonic name will
help to resolve the record unambiguously pointing to the server and the
catalog tree root in which the user account lookup is to be performed.

Server:Port: the IP address and the port number of the corporate server
hosting the user group database. The port 389 is standard for LDAP
servers.

Administrative Login: the login string for administrative access to the
server. (as login@domain or domain\login).
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= Administrative Password: password for administrative access to the
server.

= Tree Root: after the successful trial connection (see below), this field
contains the catalog tree roots. Select the one which will be used for the
user profile lookup when authorizing.

o Click Test Connection.

The system will attempt to connect to the specified server. If the test succeeds, the
server will return a list of available tree roots. Otherwise, the system will display the
error description showing the error description.

a Click the Field Mapping tab (fig. 3.3). Here you will set the fields
selected when importing records.

Server | Field Mapping | Groups | Synchronization -

[z = . ;
ﬁ Configure field mapping

LDAP server schema parameters (AD % LDAP)

LMLLIAN server us

“EC [objeciCategory=group)

*GSroup identifier attribute: dn

1" sAMACcountMame

filter: (&{objectClass=user){abjeciCateq
User identifier attribute: | gamaccountname

TEET mamberaf

= depanment

SUEES manager

Map user fields to LDAP attributes **

First Mame ¥ : givenMName [delets]
Last Mame M sn [deleta]
E-Mail Addrass M| @ mail [delete]
ol Fa S [ | i il | L L S|

Fig. 3.3 Server field configuration

The standard values appropriate for AD or LDAP server can be inserted
automatically by clicking the AD or LDAP link in the group header (fig. 3.3).

To add more mapping fields, click [add..] link in the Map user fields to LDAP
attributes http://localhost:6448/bitrix/admin/ldap_server_edit.php?lang=en&ID=0 -
notessection. Note that it is best to specify here only the fields that are essential for
authorization. Other fields can be added in the user import form (Settings > Manage
users > User import) on the field configuration tab.
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Each field you specify here will be verified for change when performing
synchronization and updated in Bitrix Site Manager, if necessary. In practice, it
means that if a user changes a field in their profile, the field will be restored at the
next synchronization time.

So the best practice is to add as many fields as needed when importing users for
the first time, and then delete fields that need not be constantly updated.

o Click the Groups tab.

0 To add user groups to the assignment table, click Refresh group list
(fig. 3.4). This will also verify parameters you have specified previously.

Server | Field Mapping | Groups || Synchronization -

@ User group mapping

List of user groups on the ADSLDAP server is empty.

| Refresh group list |

| Save || Apply || Cancel |

Fig. 3.4 The Groups tab

After the groups have been updated, the tab will show the Assignment Table (fig.
3.5):

Server | Field Mapping | Groups | Synchronization

I.E/_j User group mapping

FIFTRTTRE WP Ty

Group on the remote server Local group
Adminigirators ~|  Admimstrators[1]
Guests w | Al Users [2]
sales = |  e-Store Mamager [24)

Exclude the following growps from import

1c
Account Operators
Admini

Cert Fublishers
den-net

dev-php
devalopers v

N i i i o R i I e e N L N N ¥ N e

e e o L et PR L W

Fig. 3.5 The groups assignment table
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o Map the groups by selecting the remote group and the corresponding
local group.

On this screen (and as assumed by the AD/LDAP module), the remote user groups
are those of the corporate network. On the contrary, the local user groups are the
website’s Bitrix Site Manager groups. This is because an entity here is assumed
local with respect to the website location.

The Exclude the groups from import list contains the remote (corporate server)
user groups. If you do not want to have some of the groups included in the import,
select them here. The selected groups will be excluded even if they are selected in
the assignment table.

To add more assignment options, click More....
If the users of a corporate user group have to be assigned to multiple website or
portal user groups, select such remote server user group in as many assignment

table rows as needed and assign the required local group to each.

If the same local group is assigned to different remote server user groups, only the
users contained in both user groups will be added (i.e. intersection occurs).

o Now open the Synchronization tab (fig. 3.6).

Server | Field Mapping | Groups | Synchronization -
[, . . ..
k| Configure periodic synchronization

Perform full synchronization: il

Period, each: 24 hour

LOAP "Modified On" Attribute: whenChanged|

| Save || Apply | | Cancel |

Fig. 3.6 Synchronization parameters

o To provide for recurring synchronizations, enable the fields by checking
the corresponding box. Type the name of the LDAP attribute from which
the modification date and time will be set.

Note: The Agent technology may come in handy for periodic synchronization. It
allows to run the specified functions at a given time interval without using external
tools. The agents are discussed in details in the online help.

11
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o Save changes.

Now, a new server record appears in the AD/LDAP form (fig. 3.7):

0] 1D =  Modified = Mame = Act. = UTF-8= Mnemonic code Server
_—_ 2 11.11.2009 My Serv Yes Yes 192.168.0.1
T 10:45:08

Selected: 0 Checked: 0

Fig. 3.7 New server added

NTLM Authorization

Bitrix Site Manager and Bitrix Intranet Portal support NTLM authorization by default.
This is done by including the Apache’s mod_auth_sspi module in Bitrix
Environment package. If you do not use this package, you will have to install the
module manually.

o Download mod_auth_sspi at http://sourceforge.net/projects/mod-auth-
sspi/.

Copy the module files to c:\...\apache\modules\.

Add the following line to httpd.conf:

LoadModule sspi auth module modules/mod auth sspi.so.

0 Add the following line to .htaccess:

AuthName "My Intranet"
AuthType SSPI

SSPTIAuth On
SSPIPackage NTLM
SSPIDomain MYDOMAIN
SSPIPerRequestAuth On
SSPIAuthoritative On
SSPIOfferBasic On
Require valid-us

If you use Bitrix Environment, the above lines are already in the file but you have to
uncomment them.

o Change MYDOMAIN in “SSPIDomain MYDOMAIN” to your domain.

o Save changes.

Configuring The Module For AD/LDAP or NTLM Authorization

a Open the AD/LDAP Connector module settings page (Settings >
System settings > Module settings > AD/LDAP Connector) (fig. 3.8).

12
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Settings | Access -
Module settings

Maximum concurrent LDAP records: 0

Use NTLM authorization:

* Note: NTLM authorization requires that you
properly configure the related web server modules
and specify the NTLM authorization domains in the [

portal AD server settings.

* Current User Login For NTLM Authorization
(domaintlogin):: Undefined

PHF wvariable to contain NTLM user login {(usually it
is REMOTE_USER): REMOTE_USER

Default domain server: | D notuse [+

Create new users upon the first successful login: il

| Save || Reset || RHestore defaults |

Fig. 3.8 The AD/LDAP Connector module settings

o Set the maximum concurrent LDAP records to more than 0. This is the
number of users the server can simultaneously process.

Larger number of concurrent records (multiple users) can noticeably slow
down the LDAP server. This value should be estimated empirically.

0 Check the Use NTLM Authorization box if required. |

The system uses the value of the REMOTE_USER key in the $_SERVER array to
access the user login (in the form of login or domain/login). It is unlikely that you
will have to use any other key name. However, you can change it in the PHP
variable... field if required.

o If your network has multiple LDAP servers, and you use NTLM
authorization, select the NTLM authorization server in Default domain
server.

The Create New Users On First Successful Login option may be very important,
and here’s why. First of all, if it is checked, new users do not have to wait for the
upcoming synchronization to update the records so they could log in to the website.
However, such convenience may potentially compromise the security. If you are
using the AD protocol, you can strictly fix the users allowed to access the website:
simply create the required users and then uncheck this option. Only the users you
have explicitly added will be able to authorize on the website.

13
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o Save changes.

Notes
The computer running the Apache server must be included in Windows domain.
Bitrix Intranet Portal users may rarely encounter problems with Internet Explorer

(web page buttons may fail to function properly). To solve this problem, add the
“SSPIPerRequestAuth On” instruction to the .htaccess root file.

14



2\
O BITRIX Bitrix - Web Content Management and Portal Solutions

Phone/Fax: +1 (703) 740-8301; e-mail: info@bitrixsoft.com, http://www.bitrixsoft.com

Chapter 4.
Import From LDAP Directory

Importing users from LDAP directory is rather straightforward.

o Open the Import Users form (Settings > Manage users > User import).
0 Select Active Directory / LDAP and click Next (fig. 4.1):

Data Source

Selects data source

*Import Source: ) cav file
(&) Active Directory / LDAP
'D 1C: Human resorces

Mext ==
Fig. 4.1 Selecting AD/LDAP as the data source

o Then, select the server from which the users will be imported. Click
Next (fig. 4.2).

Import Settings
Import preferences

* DAP Server: | select % Create

select
.M Server
| <<Back | | A Active Directory

Fig. 4.2 Selecting the data source server

o After you have selected the server, the form will show the fields that
would be imported (fig. 4.3). Uncheck the unnecessary additional fields.
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Import Settings

Import preferences

Active Directory |
Create

Imported fields: Active State

*LDAFP Server:

E-Mail
First Name
Last Name
WWWw
Phone

Import additional fields: (all)
Mobile

T T T e a F ot T Ty

Fig. 4.3 The fields to import

o Click Next. The form will open the final tab (Import) in which it will
import the records.

16
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Final Notes

This document gave the readers the basic principles of using the AD/LDAP module.
You can ask your questions at the Bitrix corporate forum:

http://dev.bitrixsoft.com/community/forums/

Should you have any difficulty using Bitrix software, do not hesitate to send a
request to the technical support service:

http://dev.bitrixsoft.com/support/

17


http://www.bitrixsoft.com/support/forum/

	Introduction
	The Principal Features Of The Module
	How It Works
	Configuring AD/LDAP Authorization
	Adding A Server
	NTLM Authorization
	Configuring The Module For AD/LDAP or NTLM Authorization

	Import From LDAP Directory
	Final Notes


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.5
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308030d730ea30d730ec30b9537052377528306e00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /FRA <>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


